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Introduction

azon RDS?

o Amazon Relational Database Service

©

Managed service
o Good for DBA's, DevOps, Sysadmin, etc
o Versions 9.3.1 - 9.4.4 available

https://www.expeditedssl.com/aws-in-plain-english

©
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o PostGIS

o Language Extensions (PL/V8, PL/Perl, PL/Python)
o Full Text Search Dictionaries

o HStore, JSON Data Types

0 pg_stat_statements

o postgres_fdw
@ auto-minor-version-upgrade
o Multi-AZ
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o Limited control

o Can't force SSL connections

o Not a solution for a company with extensive privacy needs
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()

Varies depending on additional services selected

©

Priced by usage

Online cost calculator
http://calculator.s3.amazonaws.com/index.html

©

©

Billing alerts and notifications
http://docs.aws.amazon.com/awsaccountbilling/
latest/aboutv2/monitor-charges.html
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a RDS Instance
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Introduction

a RDS Instance

step 1

gine Do you plan to use this database for production purposes?

;08 0t @

prcing

Bilng is based upon the R able
Jance stres is ot elible or the RDS Froe Usage Tier

Yes, use MultrAZ
instance

s defaults whil creating tis

 No, tis instance s intended for use oulside of production of under the RDS Free Usage Tier

PRl oo |




Introduction

a RDS Instance

Stpt:  SelectEngie Specify DB Details

Step2:  Producton?
Instance Specifications
Step3:  Specify DB Details
. 0B Engine  postares
icense Model posigresahicense 0
— Select Yes o have Amazon
08 Engine Version (944 %] ROS maitain a synchronous

mstance Giass [db2mico— 11CPU, 1GBRAM v
 our curent seecton s sigbis DB instance

the fes ter Mult-AZ Deployment [No .
Leam case of 3
Storage Type [General Purpose (SSD) =] plannd or unplanned outage of
the primary. Learn bor
Allocated Storage® |5 =3

A Proisionng ss thn 100 GB of General Pupose (55D storagefor

high throughput workloads could resultn igher latences upon
exhauston of the nital General Purpose (SSD) 10 credi balance.
Click here for more cetas.

Setlings
DB Instance entifer' | iade.cart
Master Username* | saruman

Master Password"

Confirm Password"

- ot | prvios | (LI

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.DBInstanceClass.html

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Storage.html
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Introduction

a RDS Instance

Ve [Default VPG (vpc 22023b41) 7

Subnet Group [deault :
Publicly Accessible [Yes =
Avalabilty Zone [No Preforonco -

VPC Security Group(s) [Create new Secury Group
defaut (VPC)

Database Options.
Database Name | sergard
Database Port | 5432
DB Parameter Group |defaulposigres9.d .
Option Group [Gefz = v
Copy Tags To Snapshots

Enable Encryption

@ 7 esserone

ot

Instance Class does not support sorage

Select the number of days.
between 1 and 35, that Amazon

Backup houk ot automat
Backup Retention Perod (35 days
Backup Window [No Preerence v
backups. Lear oro
Maintenance
Auto Minor Version Upgrade [Yes. v
Wainenance Window (No Prference 5
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a RDS Instance

VPC Dashboard
Filter by VPC:

[DEISSENN  Delete Security Group

None T Filter  All security groups v Q X
Name tag « Groupin Group Name vec
Your VPCs sg-3205a757  default vpc-2a02abat
Sibhets (] sgoiTdozal  isengarciseersgl  vpo-2a02abt (1723100
Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs
Endpoints
Peering Connections
Network ACLs
sg-c47d02al
Security Groups
Summary Inbound Rules | Outbound Rules Tags
Customer Gateways
Virtual Private Gateways Type Protocol PortRange | Source
VPN Connections ALLTCP v| [TcP () v AL sg-ca7d02at
SSH (22 v [TcP ) v) 2

Add another rule

Description

fault VPC security group

isengard-server-sg1

Remove
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a RDS Instance

[root@ip-T W ~]# psql -h middle-earth .rds.anazo
naws.com -p 5432 -U saruman -d isengard
Password for user saruman:
psql (9.2.13, server 9.4.4)
WARNING: psql version 9.2, server version 9.4.
Some psql features might not work.
SSL connection (cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256)
Type "help" for help

isengard=> []
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a RDS Instance

sg-c47d02a1

Summary

Type  Protocol
ALLTCP TCP (6]
ALLTCP TCP (5]

SSH(22) TCP (8

Inbound Rules  Outbound Rules

PortRange  Source
ALL

AL sg-c47d02a1

2

Tags
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a RDS Instance

sql -h middle-earth. .rds.anaz
onaws..con -p 5432 -U saruman -d isengard
Password for user saruman:
psal (9.3.5, server 9.4.4)
WARNING: psql major version 9.3, server major version 9.4.
Some psql features might not work.
SSL connection (cipher: ECDHE-RSA-AES256-SHA, bits: 256)
Type "help" for help

lisengard=> []




Introduction

rship & Privacy

o 8.1 Your Content. As between you and us, you or your
licensors own all right, title, and interest in and to Your
Content.

o 3.2 Data Privacy. We will not move Your Content from your
selected AWS regions without notifying you, unless required to
comply with the law or requests of governmental entities.

https://aws.amazon.com/agreement
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Introduction

ance Certifications

o Certified PCI Service Provider

o http://d0.awsstatic.com/whitepapers/compliance/
AWS_Anitian_Wookbook_PCI_Cloud_Compliance.pdf

http://aws.amazon.com/compliance/pci-dss-level-1-faqgs/
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User & Database Managem

AM Role

Set Role Name
Step 1: Set Role Name Enter a role name. You cannct edrt the role name after the role Is created

RoleName | RDs-Adm)

Conway



User & Database Managem

AM Role

Select Role Type

© AWS Service Roles

» AmazonEc2

seiect
AWs Directory Service
select
Allows AWS Difeckory Service o manage access fo exsing drectory Users and groups (o AWS services
AWS Lambda
select
Alows Lamixta Function t call AWS services on your benat
Aws cong
seiect
Allows AWS Comg o cal AWS sences and collec rescurce canfigurations on your benal
WS SWE
select
Al SWF woriows 10 invoke Lambe functions on your behall

Role for Cross-Account Access

Role for Identity Provider Acces:




User & Database Management

Attach Policy

iep 1 Set Role Name ‘Selectone or more poicies 0 alach Each rcle can have up1o 10 polies afached
Foke Type
Fiter: Poicy Type~ @ Showing 150 results
Step &2 Atacn Pos
Policy Name ~ Atached Entiies Creation Time & Edited Tme
D Aaminstatorccess o 20150206 10:39PST 20150206
0 AmazonAPIGaiwayAdmsiraor o 2015.07.09 10:34P0T 20150709
D AmazonAPIGaiewayimickerulAcee o 2015.07.09 1036PDT 2010709
AmazonAppSteanFulRcces 3 2015.02.08 10.40PST 20160206 10.40PST
AmazomAgpSeamReadOnYAccess o 20150206 1040PST 2015.02.06 10.40PST
3 20150324 1022 2015.0824 10:22P0T
3 20150324 10:14PO 201508 PoT

O AmazonCagnioReadony o 2015-03:24 10:06 P07 2015082
0 AmazorDRSVPCanagemen o 20150301 17.09P0T 2015.0901 1709 PDT
0 AmazorDynamoDBFulAccess o 2016-02-06 10.40PST 20150205 10.40P5T
AmazonOymAMODBFUCres DR Pipelne O 2016-02.06 10.40PST 20150205 10.40P5T
AmazonDynamaDBRead0NACceESS o 2015-02.06 10:40PST 2016020 10:40 ST
AmazonEC2ConainerServkeorEC2Rdle o 20150819 11:45 20T 20160817 16:33 2D
O AmazoREC2CNRerSENvEeFUIACEess o 20160020 0554 D) 20150
0 AmazorEC2ComanerServiceRole o 2016009 05:14 PO 20150409 0314 POT
0 AmazorECaFUIACce o 2016-02.06 10.40PST 20150205 10.4075T
) o 2ReadOnAccess o 2016-02:06 10.40PST 20150205 10.40P5T

— o 2015.09.06 1040257 20150706 10-40 257 L




User & Database Managem

AM Role

Review
el h folwing e vormaton. To ek e e, clck an &3 K, o cick Create Rol 0
i
Roteame -
i At o Role ARN 271352100 RO Admin
usted Enties e ienty provder(s) c2 amazcnas com

Policies




User & Database Management

gement - Best Practices

©

Create and use unprivileged users rather than master user

©

Grant least privilege

©

Make use of the policy generator

Enable AWS CloudTrail to get logs of API calls
Configure a strong password policy

o Multi-Factor Authentication
o Password expiration/rotation/reuse

©

©

o Remove unused security credentials that aren’t needed

http://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html
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User & Database Management

# postgres=> create role testuser with password ’testuser’ login;
# CREATE ROLE

# postgres=> grant rds_superuser to testuser;
# GRANT ROLE
# postgres=>

Sarah Conway



User & Database Management

olicy

Dashooard Apassword pocy is  set of s thal defins the type of password an IAM user can se, For

more information about password polces, g to Managing Passwords in Using M.

policy. Speciy a password polcy below

Currenty s AWS account doss not have a s

Groups.
e Maimum password lengty 6
(A [ Reauie atleastone uppercase et ©
Folkios [ Reauie at leastone lowercase leter @

[ Reaure atleastone number ©

deniiy Provicers
[ Reauie a least cne non-aphanumeric character ©

@ Aow pange password ©
Credental Report [ Enable password expiraton ©
Password expication poriod (n days). 30

[ Prevent password reuse ©

Encrypton Keys:

Number of passwords toremember: 5

[ Password expiration requires admiisrator reset ©

‘Apply password policy



User & Database Management

# postgres=> revoke all on database <database name> from public;
# REVOKE

# test=> grant connect on database test to mytestuser;

# GRANT

Sarah Conway



User & Database Management

Groups

o Equivalent to postgresql.conf
o Change values with ALTER DATABASE, ALTER ROLE, SET

o Need to create new parameter group else default settings are
used

o Use safe practices when altering database parameters

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.PostgreSQL.CommonDBATasks . html
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User & Database Management

rameter Settings

# select name, setting, boot_val, reset_val, unit
# from pg_settings
# order by name;

http://www.postgresql.org/docs/9.3/static/view-pg-settings.html
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Network Management

postgres=> create extension sslinfo;
CREATE EXTENSION

postgres=> select ssl_is_used();
ssl_is_used

H* H H

**

(1 row)

postgres = > show ssl;
ssl

on

(1 row)

H oH H H O H
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Network Management

o Download public key at http://s3.amazonaws . com/
rds-downloads/rds-combined-ca-bundle.pem

o Import certificate
o Append sslmode=require to connection string

o Reference public key using sslrootcert parameter
(sslrootcert=rds-ssl-ca-cert.pem)
o Verify endpoints using ssimode=verify-full

o Note: Use "-" instead of "."” in bucket names for SSL
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Network Management

cryption Status

# Password for user master:

# psql (9.3.1)

# SSL connection (cipher: DHE-RSA-AES256-SHA, bits: 256)
# Type "help" for help.
#

#

postgres=>
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Network Management

o Managed encryption service
o Create keys with a unique alias and description
o Define which IAM users and roles can manage keys

o Define which 1AM users and roles can use keys to encrypt and
decrypt data

o Choose to have AWS KMS automatically rotate keys annually
o Temporarily disable or reenable keys
o Audit use of keys through CloudTrail

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
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Network Management

ity Groups

Virtual firewall

©

©

Permissive only rules

©

Changes automatically applied

()

Rules modifiable at any time
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Network Management

o Named default

o Allows inbound traffic only from other instances associated
with default group

Allows all outbound traffic from instance
Can be modified but not deleted

©

©
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Network Management

ractices

o Have proper naming conventions

o "AWS Region + Environment Code + OS Type + Tier +
Application Code”

o NA-D-LWB424

o Don't make names self-explanatory! (UbuntuWebCRMProd)
o Detect security group names for information revealing names

o Enable alerts for security groups

o Take advantage of CloudTrail

o Do not create least restrictive security groups like 0.0.0.0/0
o Don't have SSH port set to public (for EC2 instances)

©

Don't use default security groups
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Auditing & Monitoring

(%)

Provides full history of API calls

o Access control to log files using IAM

©

Alerts for log files

Compliant with internal policies and regulatory standards (PClI
DSS v2.0, FedRAMP, etc)

o Important: Create IAM group for CloudTrail

©

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.PostgreSQL.html
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Auditing & Monitoring

ogs with Garden Mammals

o pgbadger http://sourceforge.net/projects/pgbadger/
o Written in Per

o Autodetects log file format (syslog, stderr or csvlog)

o Can parse huge log files inc. gzip

@ http://dalibo.github.io/pgbadger/

0 https://github.com/sportngin/rds-pgbadger

@ http://docs.aws.amazon.com/AmazonRDS/latest/
UserGuide/Appendix.PostgreSQL.CommonDBATasks.html

o Not to be confused with the honey badger

Sarah Conway
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Auditing & Monitoring

o Free

©

Can set up alerts
o Subscribe to Amazon RDS events

o Detailed monitoring

©

https://github.com/Netflix/security_monkey
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Backups & Recovery

Backups

()

On by default
o PITR

Database & transaction logs stored

©

©

Retention period can be configured up to 35 days

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
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Backups & Recovery

©

User initiated backups

©

Stored until manually deleted

o Create instance from snapshot at any time

()

Can copy across regions
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Thank Youl
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